ABSTRACT To meet ever-increasing mobile data traffic demands for next-generation wireless communication systems, the plentiful spectrum resources in millimeter wave (mmWave) band have been exploited to improve the system capacity. This paper investigates physical layer security of mmWave systems with different secure on-off transmission strategies in the presence of randomly distributed eavesdroppers, including capacity threshold-based on-off scheme, secrecy guard zone on-off scheme and hybrid on-off scheme. Considering the effect of mmWave channel characteristics, random blockages and directional beamforming antenna gains, new closed-form expressions of system performance for each transmission scheme in terms of transmitting probability and secrecy outage probability have been derived under stochastic geometry framework. Then, the effects of various network parameters on secrecy performance, e.g., the density of eavesdroppers and blocking parameter, and the number of antennas and transmit power are validated. The numerical and analysis results show that the secure on-off schemes can effectively improve the secrecy performance of mmWave systems. Furthermore, for the capacity threshold-based on-off scheme and hybrid on-off transmission scheme, blocking is beneficial for improving secrecy performance significantly.
I. INTRODUCTION
Due to the large available bandwidth in millimeter wave (mmWave) frequencies, it has become one of the key technologies to provide high-speed data rate in next generation wireless networks [1] , [2] . A series of research on channel model, blockage model, coverage and rate in mmWave systems has been undertaken in recent years [3] - [5] . On the other hand, the openness of wireless channel results that the security and privacy issues need to be addressed in mmWave communications. Previous research has shown that physical layer security (PLS) technologies provide an effective solution to enhance security [6] - [9] , and have great potential in mmWave communications [1] , [10] , [11] .
A. BACKGROUND
Recently, PLS in mmWave systems has attracted widely interest [12] - [17] , [19] . In [12] , antenna subset modulation
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was designed to secure point-to-point mmWave communications by introducing randomness in the received constellation to confound the eavesdropper. Two secure transmission schemes based on phased array techniques were designed for mmWave vehicular communication systems in [13] . In order to enhance security, artificial noise and beamforming/precoding techniques have been employed in mmWave systems [14] - [17] , [19] . Ramadan et al. [14] proposed an artificial noise aided hybrid precoding scheme to enhance PLS of mmWave multiple-input singleoutput (MISO) systems with partial channel knowledge. Reference [15] investigated secure hybrid precoder design in MISO systems under two types of channel knowledge at the transmitter. Two joint satellite/terrestrial base station digital beamforming schemes were designed for cognitive satellite terrestrial mmWave networks in the presence of one eavesdropper or multiple eavesdroppers in [16] . Three secure transmission schemes, namely maximum ratio transmitting beamforming, artificial noise beamforming and partial maximum ratio transmitting beamforming, were proposed to improve secrecy performance of mmWave multipleinput multiple-output (MIMO) systems in [17] . Considering the application of amplify-and-forward (AF) relay technology [18] , secure beamforming design for mmWave two-way AF MIMO relaying networks was investigated in [19] .
However, these prior works mainly focus on the scenarios with determinate location and number of the eavesdroppers. In fact, on one hand, considering the eavesdroppers worked in a passive way generally, it is difficult to know the location and number of eavesdroppers. On the other hand, mmWave communications are sensitive to the blockages and experience higher propagation loss, which results that mmWave links are more random compared to that in low frequency band. Recently, stochastic geometry has provided an effective tool to model randomly distributed eavesdroppers, and achieved great success in random networks [20] , [21] . In the presence of unknown eavesdroppers, which were modeled as homogeneous poisson point process (PPP), PLS on mmWave cellular networks [22] , mmWave ad-hoc networks [23] , [24] and hybrid micro/millimeter wave networks [25] - [27] have been studied in recent years. Reference [22] first studied the security of mmWave cellular networks with noise-limited and interference-limited. Especially, the artificial noise scheme was exploited to enhance secrecy performance in interference-limited networks. In mmWave ad-hoc networks, the average secrecy rate performance for artificial noise transmission has been analyzed in [24] and [25] . In addition, the secrecy outage performance of mmWave overlaid micro-wave networks was analyzed, where the intend user always associated to the best base station based on maximum received power association strategies in [25] - [27] .
Besides exploiting beamforming/precoding [17] , [19] , artificial noise [22] - [24] , and heterogeneous network architecture [25] - [27] , there are also other PLS enhancement technologies, e.g., cooperative transmission, multi-user scheduling, on-off transmission, and so on [8] , [9] . Specially, for on-off transmission, it has been proved to be an effective solution to improve secrecy performance in conventional sub-6GHz systems [28] - [32] . According to different sensing capability about channel state information (CSI) and eavesdroppers, various secure on-off transmission schemes were designed in existing literatures. A secure on-off transmission scheme based on signal-to-noise (SNR) of main channel was designed in [28] , where the confidential information transmission takes place when the value of instantaneous SNR of main channel exceeds the given SNR threshold. In addition, assuming that the transmitter has the ability of detecting the nearby eavesdroppers, some researchers introduced the idea of secrecy guard zone to secure on-off transmission [29] - [31] . Reference [32] has designed threshold-based on-off scheme and secrecy guard zone on-off scheme to enhance the secrecy performance of cognitive networks. Especially, the hybrid on-off scheme which includes both the secrecy guard zone and the threshold-based on-off transmissions has been proposed in the work of [32] , and in the hybrid on-off scheme, the secondary transmitter transmits only when there is no eavesdropper in the secrecy guard zone around the secondary transmitter and the received SNR at secondary receiver is larger than the threshold µ. However, most of above works mainly focused on secure on-off transmission design in conventional sub-6GHz systems.
B. MOTIVATION AND CONTRIBUTION
To the best of authors' knowledge, there are no works on secure on-off transmission design in mmWave systems in the presence of randomly distributed eavesdroppers. Different from the secure on-off schemes in sub-6GHz systems, some new challenges, i.e., blockages, directional transmission, and randomly distributed eavesdroppers, have to be addressed for mmWave secure on-off transmission design. In addition, under these new characteristics of mmWave channels, the secrecy performance need to be re-evaluated and the efficiency of secure on-off transmission technologies should be rechecked as well.
Our prior work [33] investigated capacity thresholdbased secure on-off transmission scheme in mmWave systems, which focused on the focuses on secrecy performance differences in cooperative eavesdropping and noncooperative eavesdropping scenarios. In addition, the recent research [34] exploited a sector secrecy guard zone protocol and a sector secrecy guard zone protocol with artificial noise scheme to enhance the secrecy performance. However, different from [33] and [34] , we focus on the design of different secure on-off transmission schemes for improving secrecy performance, and besides capacity threshold-based on-off scheme and secrecy guard zone on-off scheme, we also have designed a hybrid on-off transmission scheme. And the hybrid protocol includes both the secrecy guard zone and the threshold-based transmissions, hence, is expected to have the best performance. Specially, considering that all eavesdroppers may successfully decode confidential information, even if the eavesdropper is located in the transmitter's side-lobe gain area, a full-plane secrecy guard zone on-off transmission scheme have been designed. These motivate us to investigate secure on-off transmission in mmWave systems in the presence of randomly distributed eavesdroppers.
In this paper, we investigate secure on-off transmission in mmWave systems where the transmitter sends confidential information to an intended receiver in the presence of PPP distributed eavesdroppers. According to different assumptions on the channel knowledge of the main channel and the detection capability on the eavesdroppers, three different secure on-off transmission schemes, named capacity threshold-based on-off scheme, secrecy guard zone on-off scheme and hybrid on-off scheme, have been discussed. For comparison, the secrecy performance of the conventional non-on-off transmission scheme is also given as a benchmark. The detail contributions are summarized as follows.
gains, we first investigated secure on-off transmission in mmWave systems in the presence of PPP distributed eavesdroppers and re-evaluated the efficiency of different secure on-off transmission schemes in mmWave frequency bands. Our results show that the secure on-off transmission schemes can effectively improve secrecy performance of mmWave systems.
• With the help of stochastic geometry framework, the novel closed-form expressions of system performance in terms of transmit probability (TP) and secrecy outage probability (SOP) for each on-off transmission scheme have been derived. And the impacts of key parameters such as the density of eavesdroppers and blockages, the number of antennas and the transmit power on secrecy performance are evaluated.
• Numerical and analysis results show that for capacity threshold-based on-off scheme and hybrid on-off transmission scheme, blocking is beneficial for improving secrecy performance significantly. However, increasing the blocking paremeter is harmful for secrecy outage probability in secrecy guard zone on-off scheme.
In addition, different from secrecy guard zone on-off scheme, there is an optimal transmit power to achieve better secrecy outage performance in secure capacity threshold-based on-off and hybrid on-off transmission schemes. The remainder of this paper is organized as follows. Section II gives the system model and performance metrics. Section III introduces three secure on-off transmission schemes, and the performance analysis is given in Sections IV. For comparison, the secrecy performance of conventional non-on-off transmission scheme has also given in Sections IV. Then Section V presents the numerical results. Finally, Section VI concludes the paper. In addition, a list of the fundamental variables is provided in Table I .
II. SYSTEM MODEL AND PERFORMANCE METRIC A. SYSTEM MODEL
We consider a mmWave system, which consists of a transmitter equipped with directional beamforming antenna arrays of N antennas, a legitimate receiver and a group of randomly distributed eavesdroppers, as shown in Fig. 1 , and the legitimate receiver and each eavesdropper are equipped with a single omnidirectional antenna. 1 In addition, the locations of eavesdroppers are modeled to follow an independent homogeneous PPP e with λ e .
Similar to [22] - [24] , a sectored antenna model of antenna pattern has been used in this paper, i.e.,
where M s denotes the main-lobe gain with beamwidth θ b and m s denotes the side-lode gain. In this paper, we assume the transmitter has perfect CSI of the intended receiver, thus the transmitter can adjust steering orientation to achieve the maximum directivity gain [22] - [24] . In addition, due to the assumption of single omnidirectional antenna at the legitimate receiver and eavesdroppers [22] , [37] - [39] , so the antenna gains are only accounted for at the transmitter side. With the antenna pattern in (1), the antenna gain G e seen by the eavesdropper is a Bernoulli random variable, whose probability mass function (PMF) is given by [24] 
In the outdoor mmWave scenario, the communication link may be the line-of-sight (LOS) or the non-line-of-sight (NLOS) link due to the presence of blocking. According to 3GPP standards and the blockage model with random shape theory [5] , the probability of a LOS link with a communication distance l is given by P L (l) = e −ς l , and the probability of a NLOS link is P N (l) = 1 − e −ς l , where ς is a constant depending on the density and the average size of blockages.
Considering that the path-loss model presented in [22] and the small-scale fading of each mmWave link follows independent Nakagami-m fading, the channel gain of the intended receiver with the communication distance r b and the arbitrary eavesdropper e with the communication distance r e can be expressed as
, respectively, where |h b | 2 and |h e | 2 follow independent Gamma distribution. Concretely,
, where (a, b) is the incomplete Gamma function, and N L /N N are the Nakagami fading parameters of the LOS/NLOS link. And the path-loss function
with a reference distance l is determined by LOS or NLOS link, respectively, where C L /C N and α L /α N are the path-loss parameters and path loss exponents in the LOS/NLOS link [5] .
In this paper, we consider the passive eavesdropping scenario 2 and the CSI of wiretap channel isn't known by the transmitter. In addition, we focus on the non-cooperative eavesdropping case, where all eavesdroppers decode the information independently. For such case, we consider the most detrimental eavesdropper, which has the worst impact on secrecy performance. Hence, the channel gain at the most detrimental eavesdropper is In order to measure the system performance, the two important performance metric, which named TP and SOP [28] , are exploited in this paper.
1) TRANSMIT PROBABILITY
Different from prior works [22] - [27] , the transmitter is not always in the state of transmitting information due to exploiting secure on-off transmission. According to different secure on-off transmission schemes, the transmitter transmits the confidential information when the transmission condition is satisfied. Therefore, there exists a probability of information transmission referred to as TP, which is given by
where 1 (condition) is the indicator function determined by different secure on-off transmission schemes, and it returns 1 when the condition holds, and 0 otherwise. For strictly delay-limited systems, 1 − p tx represents the probability of a message packet being dropped. For delay-tolerant systems, p −1 tx may give an indication of the average delay of transmission [28] . Obviously, the larger of TP, the better of delay performance, and on the contrary, the worse of delay performance.
2) SECRECY OUTAGE PROBABILITY
When the achievable secrecy rate C S is less than a given target secrecy rate R S , perfect security can't be guaranteed and the secrecy outage occurs. In particularly, for the secure on-off transmission schemes, the SOP is the probability of such outage events when information transmission occurs, which is defined as
where C B = log 2 (1 + ργ b ), C E = log 2 (1 + ργ e * ), ρ = P/σ 2 is the average SNR, P denotes the transmit power, and σ 2 is the noise power. For simplicity, we assume that the legitimate receiver and all eavesdroppers have the same noise power, and the same assumption has also been used in [22] - [27] .
III. SECURE ON-OFF TRANSMISSION SCHEMES
For the system described above, the different secure on-off transmission schemes are adopted to enhance secrecy performance in mmWave systems. According to the channel capacity of legitimate link and whether there are eavesdroppers in secrecy guard zone or not, three kinds of secure on-off transmission schemes are designed as follows.
A. CAPACITY THRESHOLD-BASED ON-OFF SCHEME
Assuming that the CSI of the intended receiver is available at the transmitter, the secure on-off transmission scheme can be designed based on the channel capacity of legitimate link. When only the channel capacity of legitimate link is larger than a given threshold µ, the transmitter transmits the confidential information to the intended receiver. It is worth noting that in order to guarantee security, we consider µ ≥ R S in this paper.
In the capacity threshold-based on-off transmission scheme, the channel gains of the intended receiver and the most detrimental eavesdropper can be expressed as
where {C 1 : C B > µ} indicates the channel capacity C B of legitimate link larger than the given threshold µ.
B. SECRECY GUARD ZONE ON-OFF SCHEME
In order to confront eavesdroppers who are closest to the transmitter, some scholars have introduced the idea of secrecy guard zone. That is to say, if the transmitter has ability of detecting the presence of eavesdroppers in a limited area, which can be achieved by metal detection, x-ray detection, enhancing thermal detection, local oscillator signal detection, and so on, the secrecy guard zone strategy can be adopted to enhance security [30] - [32] . The limited area modeled as a secrecy guard zone, which is a circle with center point of the transmitter and a radius of r.
In the secrecy guard zone on-off transmission scheme, the transmitter changes the state of 'off' to 'on' and transmits the confidential information to the intended receiver when there is no eavesdropper in the secrecy guard zone. Thus, the channel gains of the intended receiver and the most detrimental eavesdropper can be showed as
where {C 2 : r e > r, ∀e ∈ e }, and r e is the distance between the transmitter and an eavesdropper e. Obviously, the distance between any eavesdropper and the transmitter is larger than the guard zone radius r if there is no eavesdropper in the secrecy guard zone. In addition, on one hand, it is obvious that the larger r can decrease the capacity of wiretap channel, and achieve the better secrecy performance. On the other hand, the large r means more higher complexity, and the transmitter needs to cost more resource to achieve the larger detection range.
C. HYBRID ON-OFF SCHEME
When the transmitter can know the CSI of legitimate link and also detect the presence of eavesdroppers in a limited area, the hybrid secure on-off transmission scheme, which is a joint capacity threshold-based and secrecy guard zone transmission strategy, can be exploited to enhance secrecy performance. The transmitter transmits only when both of the following conditions are satisfied: 1) there is no eavesdropper in the secrecy guard zone; 2) the received channel capacity at the intended receiver is larger than the threshold µ. Thus, the condition that the transmitter transmits the confidential information to the intended receiver is given by {C 1 &C 2 : C B > µ and r e > r, ∀e ∈ e }. Then, the channel gains of the intended receiver and the most detrimental eavesdropper can be given by
γ e * = max
IV. PERFORMANCE ANALYSIS
In this section, we derive closed-form expressions of TP and SOP for above secure on-off transmission schemes in mmWave systems with randomly distributed eavesdroppers, and re-evaluated the efficiency of secure on-off transmission strategy in mmWave frequency bands. For comparison, the secrecy performance of the conventional non-on-off transmission scheme is also given as a benchmark.
A. TRANSMIT PROBABILITY ANALYSIS 1) CAPACITY THRESHOLD-BASED ON-OFF SCHEME
In this scheme, the transmitter transmits information only when the channel capacity of legitimate link is larger than a given threshold µ ∈ [R S , ∞). Consequently, the TP is derived as
where
ρ , and P i (l), i ∈ {L, N }, denotes the probability of LOS or NLOS link with distance l, respectively.
From (12), it can know that the TP is related to β 1 , the communication distance r b , the main beam gain M s and the blockage parameter ς . The smaller β 1 can increase TP, which can be achieved by increasing the transmit power P or decreasing the transmission threshold µ. And the smaller r b also can increase the TP performance. In addition, considering the characteristic of mmWave, the transmitter can configure large-scale antennas to achieve large narrow beam gain M s , which can also increase TP. However, increasing the blocking parameter ς will decrease TP.
2) SECRECY GUARD ZONE ON-OFF SCHEME
In this scheme, the transmitter transmits only when there is no eavesdropper in the secrecy guard zone. We denote the location of the transmitter as the origin o, and the secrecy guard zone around the transmitter with radius r is denoted by β (0, r). Thus, the closed-form expression of the TP can be derived as
= e −πλ e r 2 (13) where N e is the number of eavesdroppers in the secrecy guard zone β (0, r).
It is easily to know that the guard zone radius r and the eavesdrop density λ e have the significant effect on the TP. Specifically, the larger r and λ e can decrease the TP performance in secrecy guard zone on-off transmission scheme.
3) HYBRID ON-OFF SCHEME
In this scheme, the transmitter transmits only when the channel capacity of the intended receiver is larger than VOLUME 7, 2019 a given threshold and there is no eavesdropper in the secrecy guard zone simultaneously. Thus, the TP is given by p hs tx = P {C 1 &C 2 : C B > µ and r e > r, ∀e ∈ e } = P (C B > µ) P (N e = 0)
Similar to capacity threshold-based on-off scheme and secrecy guard zone on-off scheme, the TP in hybrid onoff scheme depends on P, µ, r b , M s , ς , r and λ e . It can know that with increasing P and M s or decreasing µ, r b , ς , r and λ e , the TP increases. Therefore, the large-scale antennas can increase the probability of information transmission, and the blocking decreases the probability of information transmission in mmWave systems with hybrid on-off scheme.
B. SECRECY OUTAGE PROBABILITY ANALYSIS
In this subsection, we derive the closed-form expressions of SOP in each transmission scheme, and some asymptotic properties also have been analyzed.
1) CAPACITY THRESHOLD-BASED ON-OFF SCHEME
In this scheme, utilizing the definition of the SOP given in (5), the SOP can be calculated as
where T = 2 R S and β 2 =
ρ . Due to the fact µ > R S , it is obvious that β 1 > β 2 . Therefore, after the transformation of integral variable x = y−β 2 T , the SOP can be derived as
In order to obtain the closed-form expression of the SOP in (16), we need to derive the probability density function (PDF) of γ b and the cumulative density function (CDF) of γ e * .
First, the CDF of γ b is given as
where step (a) is based on the fact that |h b | 2 follows Gamma distribution.
During taking the derivative of (17), the PDF of γ b can be calculated as
Next, the CDF of γ e * can be calculated as follows
where step(a) follows that all eavesdroppers can be divided into two independent inhomogeneous PPPs sets due to the blockage, and L e and N e denote the set of eavesdroppers with LOS and NLOS link, respectively.
Then, according to (7) and using the probability generating functional (PGFL) of the PPP [41] , 1 can be derived as follows.
By relying on polar coordinates, 1 can be rewritten as 
−ς r e r e dr e (21) where P (V ) is the probability mass function given in (2 
.
Similar to (20)- (22), 2 can be given by
is the Gauss hypergeometric function [40, eq.(9.100)], and
Substituting 1 and 2 into (23), the CDF of γ e * can be computed as
Substituting (18), (24) and (12) into (16), the closed-form expression of the SOP for capacity threshold-based on-off scheme can be obtained in (25) , as shown at the top of the next page. From (25) , it can know that the transmit power P, the eavesdropper density λ e , the main beam gain M s and the blockage parameter ς have a significant impact on the SOP.
Remark 1: When P → ∞, it can be known that p cts tx → 1 according to (12) . Thus, the SOP p cts
This is a constant which has no relation with P and means that increasing P has no improvement on secrecy performance in such case.
2) SECRECY GUARD ZONE ON-OFF SCHEME
Denote˜ e as the new location set of the eavesdroppers for the scenario where the transmission happens, i.e., no eavesdropper is inside the secrecy guard zone. The SOP for the secrecy guard zone scheme can be derived by following the similar step of (15), which is given by
whereγ e * = max e * ∈˜ e G e |h e | 2 L (r e ) .
Similar to (19)- (24), all eavesdroppers in˜ e also can be divided into two inhomogeneous PPPs due to the blockage. Therefore, the CDF ofγ e * can be computed as
, where˜ L e and N e are respectively independent homogeneous PPPs of eavesdroppers LOS and NLOS link outside the secrecy guard zone β (0, r).
Then, 3 can be given as 
p sgzs so
, and step (a) follows the probability generating functional (PGFL) of PPP [41] , and step (b) and step (c) are derived based on the expressions in [40, 4 can be given as
Therefore, based on (27) and (28), the CDF ofγ e * is given by
Finally, substituting (18) and (29) into (26), the closedform expression of the SOP in secrecy guard zone on-off scheme can be derived as (30) , shown at the top of this page. From (30) , it can know that the transmit power P, the eavesdrop density λ e , the main beam gain M s and the blockage parameter ς have a significant impact on the SOP.
Remark 2: When P → ∞, the SOP can be derived as p sgzs so
, which also has no relation with P and means that increasing P has no improvement on secrecy performance for high P regime.
3) HYBRID ON-OFF SCHEME
Considering the effect of both channel capacity threshold and secrecy guard zone radius r, the SOP for the hybrid on-off scheme is derived as
where step (a) follows the fact that µ > R S . According to hybrid on-off scheme, Fγ e * (x) is same as (29) in secrecy guard zone on-off scheme, and f γ b (x) is same as (18) in capacity threshold-based on-off scheme, respectively. Thus, the final expression p hs so can be obtained by using (25), respectively.
Remark 3: It is worth noting that the result in hybrid onoff scheme can degraded into other two secure on-off transmission schemes. When µ → 0, the result can be degraded into (30) for the secrecy guard zone scheme. If r → 0, the result can be degraded into (25) as the capacity thresholdbased scheme. Furthermore, when µ → 0 and r → 0 simultaneously, p hs tx → 1, the result can be degraded into the result for conventional non-on-off transmission scheme.
C. NON-ON-OFF SCHEME
In order to make a comparison with the proposed secure on-off transmission schemes, we also give the TP and SOP in conventional non-on-off transmission scheme, in which the transmitter always transmits the message to the intended receiver whether or not the channel capacity exceeds some given threshold or there are no eavesdroppers in the guard zone. Obviously, the TP in non-on-off transmission scheme is p non tx = 1. In the non-on-off transmission scheme, the SOP is defined as p so = P [C B − C E ] + < R S . Therefore, the SOP in non-on-off transmission scheme can be given as
where F γ e * (x) is given by (24) and f γ b (x) is given by (18) . Similar to the derivation process of p ctx so , the SOP in conventional non-on-off transmission scheme can be evaluated as (33) , shown at the bottom of this page.
V. SIMULATION RESULTS
In this section, some numerical results are provided to illustrate the effects of the system parameters on the system performance. We assume that the carrier frequency F c = 28 GHz, the transmission bandwidth BW = 2 GHz, the noise figure F dB = 10dB, and the noise power is σ 2 (dBm) = −174 + 10 log 10(BW ) + F dB . In addition, the Nakagami fading parameter of the LOS (NLOS) link is N L = 3 (N N = 2), and the parameters of path-loss model are [22] . We consider the uniform planar square array (UPA) with the antenna pattern showed in Table 1 [43] , and the transmitting node is equipped with N antennas. As can be readily seen from these figures, the analytical results are in exact agreement with the Monte Carlo simulations. Fig. 2 plots the TP of the capacity threshold-based onoff transmission scheme and hybrid on-off transmission scheme with different communication distance r b versus the threshold µ. For comparison, the transmit probability of nonon-off transmission scheme also is drawn in Fig. 2 . The results illustrate that the transmit probability in non-on-off transmission scheme is always one because the transmitter always transmits the message to the intended receiver. And it is obvious that increasing µ can decrease the transmit probability for capacity threshold-based on-off and hybrid on-off transmission schemes. For a given threshold µ, the transmit probability of the two secure on-off transmission schemes will decrease with increasing the communication distance r b due to the channel gain γ b of the intended receiver decreasing. 3 shows the TP of the secrecy guard zone on-off scheme and hybrid on-off transmission scheme with different guard zone radius r versus the eavesdropper density λ e . It can be observed that increasing λ e can decrease the transmit probability for a given guard zone radius r. This is because the probability that there is no eavesdropper in this secure guard zone will reduce with increasing of λ e , which decreases the probability of information transmission. In addition, it is obviously that the transmit probability performance of hybrid on-off transmission scheme is the worst because the transmitter transmits only when the channel capacity of the intended receiver is larger than the threshold µ and there is no eavesdropper in the secrecy guard zone simultaneously. Fig. 4 illustrates the SOP in different transmission schemes versus the eavesdropper density λ e . Specially, in order to compare the secrecy performance of non-cooperative eavesdropping with that of cooperative eavesdropping scenario, we give the simulation results of cooperative eavesdropping scenario. As can be expected, with the increasing of λ e , the SOP increases in all schemes. Because the larger λ e implies that more eavesdroppers intercept the information transmission. The SOP is the worst in non-on-off transmission scheme and the best in hybrid on-off transmission scheme for a fixed λ e . This shows that the secure on-off transmission scheme can effectively improve the secrecy performance, and the hybrid on-off transmission scheme has the best secrecy outage performance. For the capacity thresholdbased on-off and secrecy guard zone on-off transmission schemes, the secrecy outage performance is related to the secrecy threshold µ and the radius of guard zone r, respectively. Therefore, the network parameter can be carefully designed to achieve the secrecy performance. In addition, from the simulation results of cooperative eavesdropping scenario, it can be known that the similar conclusions can be obtained. But the secrecy performance in cooperative eavesdropping scenario is worse, this is because that eavesdroppers in cooperative eavesdropping scenario can share information with each other, which makes eavesdropping more successful. Therefore, it poses a greater threat to the security of the system. Fig. 5 presents the impact of the density of blockage ς on the SOP of the considered system. With the increase of ς , the SOP performance is improved in the capacity thresholdbased on-off and hybrid on-off transmission schemes and is declined in other two schemes. This is because increasing the value of ς , the probability of having LOS propagation paths falls down, and the NLOS communication dominates the mmWave network, exploiting the multipath signals at the receiver. Therefore, on the one hand, increasing the value of ς , the TP will decrease in capacity threshold-based and hybrid on-off transmission schemes, but no influence on non-on-off and secrecy guard zone transmission schemes. On the other hand, the large value of ς decreases the channel capacity of main channel and wiretap channel simultaneously, and in the definition of secrecy outage probability, the change of the SOP determined by how much of the improvement in main channel and wiretap channel capacity. The results illustrate that increasing the blocking parameter is beneficial for improving secrecy outage performance in the capacity threshold-based on-off and hybrid on-off transmission schemes. And the blockage is harmful for the nonon-off transmission and secrecy guard zone on-off schemes. This is a significant conclusion for enhancing secrecy outage performance by adjusting the density and average size of the buildings in the capacity threshold-based on-off and hybrid on-off transmission schemes. Fig. 6 shows the SOP of different on-off transmission schemes versus the number of antennas N . With increasing of N , the SOP decreases in all schemes. This is because that more antennas can make a narrower beam to aim at the intended receiver, which would make litter eavesdroppers can fall in the beam. Moreover, the directional antenna gains is larger with the increasing of N . Therefore, we can improve secrecy performance by configuring more antennas. Fig. 7 shows the effect of the transmit power P on the SOP in the different transmission schemes. In the non-on-off transmission scheme and secrecy guard zone on-off scheme, the SOP keeps decreasing until reaches a constant value. However, It can be observed that for capacity threshold-based on-off and hybrid on-off schemes, increasing P makes the SOP first decreases and then increases, and finally keep constant. This is because increasing P is beneficial for main channel and wiretap channel simultaneously. Especially, the result indicates that there is an optimal P to achieve the best secrecy performance in capacity threshold-based on-off and hybrid on-off schemes.
VI. CONCLUSION
In this paper, we concentrated on the secure on-off transmission in mmWave systems with homogeneous PPP distributed eavesdroppers. The novel expressions of transmit probability and secrecy outage probability are derived under considering the effect of mmWave channel characteristics, random blockages, and directional beamforming antenna gains. Our results show that the secure on-off transmission can effectively enhance the secrecy performance. Another interesting finding is that blocking is beneficial for improving secrecy performance in the capacity threshold-based on-off and hybrid on-off transmission schemes. Furthermore, increasing transmit power P does not always improve the secrecy performance, and the SOP will reach a constant floor when the P is large enough. However, there exists an optimal P to provide the best secrecy performance in the the capacity thresholdbased on-off and hybrid on-off transmission schemes. YUEMING CAI (M'05-SM'12) received the B.S. degree in physics from Xiamen University, Xiamen, China, in 1982, and the M.S. degree in microelectronics engineering and the Ph.D. degree in communications and information systems from Southeast University, Nanjing, China, in 1988 and 1996, respectively. His current research interests include MIMO systems, OFDM systems, signal processing in communications, cooperative communications, and wireless sensor networks.
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